JFROG

GUIDED TRIALIN 15 MINUTES

The JFrog Advanced Security trial provides a fully-functional version of the JFrog Platform (including
Artifactory and Distribution). The trial is pre-populated with artifacts (containers) so you can immediately
go through security scan results and discover the value of the output, as well as the flow and the
experience.

If you want to scan your own artifacts, we recommend creation of new local/remote repositories in
Artifactory, and pull/push artifacts (such as Docker containers) for security scanning and observation or
examination of the results. For creating new repositories and to upload artifacts, you can access the
platform Ul, however, it is highly recommended to use the following Guided Trial utility to shorten the
process.

The JFrog Guided Trial utility simplifies the onboarding process and will help you quickly:
Setup a JFrog platform trial instance

Configure ‘local’ and ‘remote’ docker repositories with advanced security scanning
Assist you with loading Docker images from your local workstation or from Dockerhub (including
recommended samples)

Welcome to JFrog trial setup

Launch and configure a new trial
. Docker login to existing trial from a new workstation
. Pull Docker image or select sample docker image

. Push Docker image from local machine to scan with JAS
Exit

Please select an option:

1. Make sure that you have Docker Desktop client and Curl installed.

ul

ol
1. Download Docker Desktop from here and run 1. Download Docker Desktop from here and run
the installation file. the installation file.
2. Download Curl from from the official website 2. Type "sudo apt-get install curl" to install the

and follow the instructions in the download page. = curl package.
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https://www.docker.com/products/docker-desktop/
https://curl.se/windows/
https://www.docker.com/products/docker-desktop/

2. Download and run the guided trial script for Windows, Linux and Mac.

2= _ %6

1. Download the batch script - link 1. Download the batch script - link

2. Open cmd.exe 2. Open terminal

3. Navigate to script path 3. Navigate to script path

4. Run command: 4. Run command: chmod +x linux_guided_trail.sh
windows_guided_trial.bat 5. Run: ./linux_guided.trial.sh

STEP #1 - SET UP AND CONFIGURE A JFROG ADVANCED SECURITY TRIAL INSTANCE

The script will open the browser so you can launch the instance. Once the instance is up, go back to the
terminal and paste in the instance name and credentials.
You would be required to provide the following:

1. The hosthame

Create a Hostname*

This will be your team's subdomain

2. The email address

3. The password or an API token (in case of SSO)

AP Key

Generate AF1 Key

Follow the script, which will open the browser and guide you through the proccess.

Once credentials are being provided, the script will:
m Create a new remote repository, ‘docker-hub-remote-repo’ for DockerHub, with advanced security scanning.
® Create a new local repository ‘local-docker-repo’ for DockerHub, with advanced security scanning.
®m Configure an Xray Policy. The policy rules are:
1 Create violation for CVEs with Critical CVSS Score
1 Create violation for Exposures with High impact severity
1 Create violation and block download of malicious packages
m Configure an Xray Watch on all repositories.
m Execute “docker login” so you can work with the trial instance.
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Run this step only on a new workstation.

The script will request the instance name as credentials (as asked in step #1) to configure the Docker
client to work with an already-existing trial instance.

Option A - pull your proprietary Docker image or select the sample Docker image

The script will assist you with pulling images from DockerHub to ‘docker-hub-remote-repo’ repository.
Option #1 and #2 offer uploading samples of known vulnerable images - WebGoat and Netdata. Option
#3 allows uploading your own Docker image.

Pull Docker image or select sample docker image:

. Pull OWASP WebGoat - Good example of Contextual Analysis wvalue

2. Pull netdata:1.13.8 - Good example of a Docker with 188M+ downloads with an embedded secret
. Pull custom image from DockerHub via Artifactory to scan with JAS

Please select an option:

When the pull process has completed, you will be automatically redirected to the Scans List screen in the
platform (in your browser) to review the results. See Appendix A to learn about the Scans List, the
security navigation bar and types of findings you can review. If you are working with sample images
(WebGoat or Netdata), please see Appendix B.

Option B - Push Docker image from local machine to scan with JFrog

The script will assist you with pushing images from your local machine to the ‘local-docker-repo’
repository.

Push Docker image from local machine to scan with JAS:
Listing available docker images on local machine:

REPOSITORY TAG CREATED SIZE
nginx latest 4 PedBd312 2 weeks ago 142MB
mysql latest £ E / 5 weeks ago 5

circlecifslim-base latest & years ago 30.6MB

Enter the Docker image name as shown in the REPOSITORY column: circleci/slim-base
Enter the Docker tag: latest

The push refers to repository [ .jfrog.io/local-docker-repo/circlecifslim-base]
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The JFrog scan reports are available under the “Security Issues” screen and contain comprehensive
information about the different scan results.

Policy Violations

Security Issues

All rights reserved 2023 © JFrog Ltd.

The Report contains the following sections:

Policy violations:
An aggregation of security issues that cause a violation of the policy. In step 1

we have configured the following policy:
Trigger a violation upon Critical CVSS Score

Trigger a violation upon High impact exposure (of Secrets, Application, Services)
Trigger a violation upon detection of a malicious package

SBOM
List of all detected open source software components that were detected,

including the option to export the results to SPDX and CyclonDX format, including
support of the new VEX attributes to testify on exploitability of analyzed CVEs.

Security issues — Vulnerabilities:
Listing of all the CVEs that were found. For Docker containers, you can see the

results of “Contextual Analysis” that allows you to prioritize whether the open
source software vulnerabilities are actually exploitable (applicable or not) in
your application.

Security issues — Malicious Packages:
Discover and eliminate unwanted or unexpected packages, using JFrog's unique

database of identified malicious packages.

Security issues — Secrets:
Detect secrets left exposed in any containers stored in JFrog Artifactory to prevent
any accidental leak of passwords, API keys, internal tokens, or credentials.

Security issues — Services:
Discover whether common services (such as Nginx, envoy, Prometheus, Apache,
and more) are configured insecurely, causing exposure to attacks.

Security issues — Applications:
Discover whether your developers are using OSS libraries insecurely, causing
exposure to attacks.
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APPENDIX B - WEBGOAT AND NETDATA/1.13.0 EXAMPLES
Example #1 | OWASP Webgoat

OWASP WebGoat is a deliberately insecure application that has vulnerabilities commonly found in
Java-based applications that use common and popular open-source components.

This image contains many known vulnerabilities, so it is very useful for testing JFrog's Contextual Analysis
capabilities, and to enjoy its value. For each identified vulnerability, the system will indicate if it's
applicable or not in the specific context of the entire artifact (e.g., Docker container). When clicking on
applicable CVE, or none applicable one, you will be provided with a proprietary CVE article, explaining and
demonstrating how the system determined its applicability. This will significantly reduce the noise that
arises with non-applicable CVEs, and focus you only on applicable CVEs, thus allowing your developers to
save precious time while triaging vulnerabilities.

path:docker-hub-remote-repo-cache/wet X = Upgrade Now &2 ™ Y

Project
All

AL

Xray > Scanslist > docker-hub-remote-repo-cache > webgoat/webgoat-8.0/latest
(O Artifactory

@ Xray docker-hub-remaote-repa-cache

400 Vulnerabilities @
Policy Viclations
Severity D Contextual Analysis Companent Fix Version s 3
Watch Violations
SBOM 0 CVE-2020-10683 APPLICABLE org.domdj:domd4j 2.03.2.13 \:I
Reports
On-Demand Scanning W Security Issues 0 CVE-2019-10173 APPLICABLE com.thoughtworks.xstream:xstream 1411 \:I
0 CVE-2013-7285 db APPLICABLE com.thoughtworks.xstream:xstream 146 \:I
Packa
o CVE-2022-2526 &b APPLICABLE debian:stretch:libsystemd0 240-1 \:I
-]» Distribution
] CVE-2022-22965 &b APPLICABLE org.springframework:spring-webmve 5.2.20,53.18 \:I
& Pipelines _
- Applications ] CVE-2021-31535 APPLICABLE debian:stretch:libx11-6 > 2:1.6.4-3+debSud \:I
[ Integrations escendants
gl egratio Descendants ] CVE-2021-21342 & APPLICABLE com.thoughtworks.xstream:xstream 14.16 \:I
Ancestors o CVE-2021-21344 & APPLICABLE com.thoughtworks.xstream:xstream 1.4.16 \:I

Under “Xray” > “Scans List” > “Security issues” > “Vulnerabilities” you will find the complete list of identified
CVEs. Please choose “Applicable” or “Not Applicable” to expand it and review the additional information in
the right pane. See the evidence that proves the CVE applicability and the following remediation steps to
understand how the issue could be mitigated.

path:docker-hub-remote-repo-cache/wet X = Upgrade Now & @ & (A
Project 0 CVE-2013-7285 &b x
AL
All
Xray > Scanslist > docker-hub-remote-repo-cache > webgoat/webgoat-8.0/latest Xray ID XRAY-60282 01
(O Artifactory
~ Contextual Analysis APPLICABLE
@ Xra docker-hub-remate-repo-cache s Frog Severity Critical
J ? 400 Vulnerabilities JFrog ’ Qcrinca
Component com.thoughtworks.xstream:xstream
Policy Violations Version 145
Severity [b] Contextusl Analysis Companent - o
Watch Violations Upgrade to 1.4.6
SBOM m CVE-2020-10683 APPLICABLE org.dom4j:domdj (V55 Score B
Reports
> CWE CWE-78
On-Demand Scanning W Security Issues o CVE-2019-10173 APFLICABLE com.thoughtworks.xstream:xstream
~ Show Less
Watc (1] CVE-2013-7285 APFLICABLE com.thoughtworks.xstream:xstream
Inde R
" ] CVE-2022-2526 b APPLICABLE debian:stretchilibsystemd0
-]~ Distribution
CVE-2022-22965 o APPLICABLE org.springframework:spring-webmvc
] g.springf kspring-web
Why Is this CVE applicable?
G pelines _
- Applications [ 1] CVE-2021-31535 APPLICABLE debian:stretch:libx11-6
O int 3 ...onentsLesson.class VulnerableCompanentsLesson... The vulnerable functon fromX...
egrations escendants
Ly Integrations Descendants 1] CVE-2021-21342 & APPLICABLE com.thoughtworks.xstream:xstream
Ancestors [ ] CVE-2021-21344 & APPLICABLE com.thoughtworks.xstream:xstream What does the scanner check / look for? -
o] CVE-2021-21345 & APPLICABLE com.thoughtworks.xstreamixstraam The scanner checks whether the vulnerable function fromad is called with external input to its 1st

{ input ) argument.
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Example #2 | Netdata/1.13.0

Netdata provides distributed, real-time, performance and health monitoring for systems and
applications. It is a highly-optimized monitoring agent you install on all your systems and containers. The
Netdata Docker image has more than 100M+ downloads!

In the case of this specific version, the JFrog Secret Detection engine that scans for keys, credentials and
token, revealed default weak password. When choosing one of the findings, you will be provided with
information to point you accurately where the secret was found. It will also provide information about
the risk, its implication, and remediation paths.

path:docker-hub-remote-repo-cacheftitpe X = Upgrade Now & @ E§3 A
AL Project
All
Xray > Scanslist » docker-hub-remote-repo-cache > titpetric/netdata/1.13.0
() Artifactory
@ Xray docker-hub-remote-repo-cache Issues TO FIX (3) Checked OK (2)
Policy Violations
3 Secrets Issues TO FIX &
Watch Violations
SBOM
Reports JFrog Severity D Description File path CWE Outcomes
on-Demand Scanning e 0 FIX 9 EXP-946-00001 Weak, default, or well-known passwords are inuse  /usr/lib/netdata/conf.d/god ~ CWE-259 Credential ex
bilities
O FIX Q EXP-946-00002 Weak, default, or well-known passwords are in use Jusr/lib/netdata/conf.d/pyth CWE-259 Credential ex
Indexed Resources llcious Pack
Q FIX L] EXP-946-00003 Weak, default, or well-known passwords are in use Jusr/lib/netdata/conf.d/pyth CWE-259 Credential ex
=]» Distribution
& Pipelines
- Applications

& Integrations Descendants

Under “Xray” > “Scans List” > “Security Issues” > “Secrets” you will find the complete list of revealed
secrets. Please choose one of the findings to expand it and review the additional information in the right
pane. See the evidence that proves the secret is exposed and the following remediation steps to
understand how the issue could be mitigated.

path:docker-hub-remote-repo-cache/titpe X = Upgrade Now & @ @3 A
Project @ Weak, default, or well-known passwords are in use x
AL
All
Status TOFIX
Xray > Scanslist » docker-hub-remote-repo-cache » titpetric/netdata/1.13.0 D EXP-946-00001
Q Artifactory CWE CWE-258 [2
Abbreviation  REQ.PASS.CHECK-DEFAULT
@ r-hub- 2 -cach ssues TO FIX (3) el )
@ Xray docker-hub-remote-repo-cache Issues TO FIX (3 Checked OK (2) Fix Cost FP—
Medium
Policy Violations
! 3 Secrets Issues TO FIX ~ Show Less
Watch Violations
SBOM Findings
Reports [
On-Demand Scar @ Security Issues O FIX Q EXP-946-00001 Weak, default, or well-known passw| What was found? =
bilities . - macewnrde w y
@ Fix o EXP-946-00002 Weak, default, or well-known passw Default passwords were found
Packa,
O FIX (] EXP-946-00003 Weak, default, or well-known passw X i ) -
fusrflib/netdata/con...  password: guest 162 Default passwords ...
<]- Distribution
i — fusr/lib/netdata/con...  password: guest 167 Default passwords ...
@& Pipelines
- Applications
[ Integrations yescenda hat does it
(¢ Integrations Descendants
n happ

What should | do?
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